
Because having an
unprotected wireless office network

is a risky business.

Small Offices, Home Offices (SOHO) have

a small set-up. But the Internet threats

that bang at their doors are no less

than those haunting large enterprises.

Their problem increases as employees

are connecting to the Internet not

just over desktop and laptop but also

over tablets, smartphones, and other

handheld devices. All-in-one security

against viruses, hackers, harmful Internet

content and more, along with a simple

to manage and affordable appliance

is what Small Offices, Home Offices

need today.



Is your office Wi-Fi network
secure from unauthorized
access?

Are all your Internet-access
devices: computers, tablets,
smartphones, and more
– protected from viruses,
hackers, when online?

Can you securely access
network resources lying at
vendor’s offices or a central
office?

Can you control access to
Facebook, Skype, Gmail and
Yahoo Messenger?

Can you monitor online
activities of your employees
and security of your office
network?

Can you share Internet
connectivity of your USB
broadband or 3G modem
with other users at the
same time?

Questions
You Must
Ask

NetGenie - Unified Threat Management for
Small Office - Home Office (SOHO)
NetGenie is a Unified Threat Management appliance that offers a

hack-free and virus-free Internet-surfing experience with features

like Stateful Inspection Firewall, VPN (Virtual Private Network), In-

built Anti-Virus, Intrusion Prevention and Internet access controls

– all this in a single appliance! Placed right at the Internet entry

point in your network, NetGenie secures and shares Internet

connectivity across all Internet-access devices viz., desktop,

laptop, PDA, smartphone, other handheld devices and more.

Get assurance of keeping out harmful and unproductive Internet

content from your office network. NetGenie enables you to block

adult sites, manage access to job portals, Facebook, Skype,

Yahoo Messenger and more to ensure security and productivity

in your office. Get real-time reports on online activities of your

employees as well as on security of your network. Also, manage

NetGenie settings through a web-based GUI, available over any

Internet-access device within your office network!

How NetGenie Works?
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Features
Share your USB modem
Internet Connection

Share Internet connectivity over your USB

broadband or 3G modem with more than one

user in your office at the same time by

plugging in your 3G device into NetGenie

appliance. NetGenie’s 3G support offers back-

up to your Internet connectivity – giving you

uninterrupted Internet for always-on online

business operations. If your office is at a

location where Internet connectivity is not readily

available, NetGenie’s 3G support takes you

online within no time.

Firewall & In-built Anti-Virus

Prevent unauthorized access into your network

with NetGenie’s customizable firewall with Stateful

Packet Inspection and NAT capabilities, Denial

of Service protection, MAC Binding and Intrusion

Prevention. Protect your office network and all

Internet-access devices from viruses, spyware,

unwanted downloads and installation of harmful

programs with NetGenie’s In-built Anti-Virus

security. It assures secure wireless traffic using

WEP, WPA and WPA2 encryption standards.

Virtual Private Network (VPN)

Get secure access to network resources located

at remote offices with NetGenie’s Virtual Private

Network feature. NetGenie saves time and cost

to access resources lying at your vendor’s

office, in your corporate office, or any other

location anywhere in the world – making them

available to you through a secure channel.

Internet Controls

Block harmful Internet content and enhance your

office productivity by managing applications and

websites your employees can access. Block specific

Internet activities for your employees – limit access

to chat over Skype and Yahoo Messenger, social

media sites like Facebook and Twitter, undesirable

sites like job portals, movie downloads, and more.

NetGenie offers pre-categorized list of websites and

applications, taking away the inconvenience of

manually putting the sites and applications you

want to block.

Get all information on online activities of your

employees – websites visited, online applications

used, attempts to visit blocked websites and more

– along with security reports like virus and intrusion

attacks with NetGenie’s logs and reports.

Pre-Set Wi-Fi Security

Prevent your office network from becoming

an open hotspot with NetGenie’s Pre-Set Wi-Fi

Security settings that prevent unauthorized access

and misuse of your Wi-Fi zone – offering you

protection the moment you turn-on NetGenie.

You don’t need to manually configure complex

security settings before going online.

Reports

Monitor online activities of your office users with

real-time reports on websites visited, applications

used and attempts made to access blocked

websites and applications. Get security reports

on intrusion and virus attacks in your network.

Web-based GUI

Manage NetGenie settings through a web-based

GUI that can be accessed on any Internet-

access device like a desktop, laptop, handheld

device, from anywhere within the network,

without the need to install software.



Protect desktop, laptop,
tablets, smartphones, printers,
and more, from Internet threats

Be safe from viruses,
intruders and hackers

Securely connect to central and
vendor offices through IPSec VPN

Monitor online activities
of employees

Manage Internet access
of your employees. Block
harmful, unproductive

Internet content

Benefits

Use single USB
broadband/3G modem
to share Internet with

multiple users

Manage Internet
access for guests

Why NetGenie?
Wi-Fi Access Point

Threat-free Wi-Fi (Pre-Set Security)

3G Ready

IPSec VPN for secure access to central and vendor offices

Firewall, NAT

Protection from hackers and intruders with Intrusion Prevention

Advanced Internet Controls

User-wise Internet controls for websites, applications

Different levels of Internet access

Pre-categorized list of websites and applications

Schedule-based Internet access

Reports

Internet activity reports of each user

Internet threat reports

NetGenie

�

�

�

�

�

�

�

�

�

�

�

�

�

Normal Wi-Fi Routers

�

�

�

�

�

�

�

�

�

�

�

�

�

Protection from viruses, harmful programs with in-built Anti-Virus

Protection for Computers, Handheld devices, Tablets when surfing online
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